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SIGNAL:  API ADDENDUM 

1. Introduction 

1.1 Signal Corporation grants to you a non-exclusive, non-
transferable, non-sub-licensable, limited licence during the 
Term, to access and use the Signal API solely for the 
purpose of accessing and using the Services and the Data, 
subject at all times to your compliance with the provisions of 
the End User Agreement. 

1.2 The terms in this addendum are in addition to, and shall not 
act to limit or restrict in any way, the terms in the End User 
Agreement. 

2. Definitions 

2.1 In this addendum: 

End User Agreement means the Signal end user 
agreement accepted by you and pursuant to which you 
access and use the services offered by Signal Corporation, 
and shall include this addendum. 

2.2 All other capitalized terms used in this addendum shall have 
the meaning given to them in the End User Agreement. 

3. Integration 

3.1 Before you can use the Signal API you must provide Signal 
Corporation with details of your Subscriber Application and 
how it intends to interoperate with the Signal API. You must 
also keep Signal Corporation updated with any material 
changes to the Subscriber Application. 

3.2 Signal Corporation may, in its sole discretion and on a “no-
liability” basis, provide feedback, guidance or ideas to 
improve the implementation and integration of the Signal API 
with the Subscriber Application and the Subscriber 
Application itself.   

3.3 You are is solely responsible for any and all costs of any 
development and maintenance work required to integrate the 
Subscriber Application with the Signal API (including for 
clarity, any modifications to it). 

4. Your obligations 

4.1 You will (and will ensure that your Registered Users will):  

 not use the Signal API for any improper, injurious, 
offensive or unlawful purposes;  

 not, and will not attempt to, interfere, damage, alter, 
misuse or gain unauthorised access to the Signal API, 
Services or Data, or interfere with the ability of any 
other user’s use of the Signal API;  

 comply with all reasonable instructions and policies 
given to you by Signal Corporation in respect of 
access and use of the Signal API, including any data 
and security policies or requirements provided to 
ensure the integrity and security of Signal’s hardware, 
software, information, networks or systems; and 

 not use the Signal API to support any system, 
software, application or platform that is not the 
approved Subscriber Application. 

4.2 You will undertake regular penetration testing (according to 
good industry practice) in respect of your Subscriber 
Application (and its interface to Signal API) to identify 
potential issues (and rectify them). 

4.3 You will not: 

(a) introduce, and will use your best endeavours to 
prevent the introduction by any third party of, any 
malware to any of Signal’s hardware, software, 

information, networks or systems (including the Signal 
API and Data); 

(b) seek to circumvent or attempt to violate any data 
security measures employed by the Signal API; and 

(c) attempt to scan or test the vulnerability of Signal 
Corporation’s hardware, software, information, 
networks or systems (including the Signal API) or 
otherwise attempt to breach Signal Corporation’s data 
security or authentication procedures. 

5. Acknowledgements 

5.1 Signal Corporation reserves the right to: 

 modify the method of supply and delivery of, or access 
to, the Signal API at any time during the Term; 

 suspend access to the Signal API or make it 
temporarily unavailable due to Signal’s maintenance, 
system updates and upgrades or where Signal 
Corporation has security concerns; 

 upgrade, change, delete, modify, suspend or 
discontinue any or all parts of the Signal API for any 
reason at any time;  

 impose restrictions and limitations on the number and 
frequency of calls made by the Subscriber Application 
(where Signal determines that the Subscriber 
Application is unreasonably placing too great a load on 
the Signal API); and/or 

 impose restrictions around calls made by the 
Subscriber Application on a time bound basis (e.g. 
expiry after a set time) where Signal determines it 
reasonably necessary for the security of the Signal API, 
Services or Data, 

but will endeavour to advise you in advance, where possible.  

5.2 Signal Corporation will not be liable whatsoever to you, any 
Registered User or any other person for any delay, defect, 
faults, interruptions, failures, deficiency, loss and/or any claims 
in connection with the Signal API caused by the following: 

 any exercise of its rights in clause 5.1;  

 any loss or corruption of Data contained on or stored in 
the Subscriber Application;  

 faults or defects in the Signal API which are not within 
Signal Corporation’s direct control (including any failure 
by you to comply with your obligations under the End 
User Agreement); or 

 your (including your Registered Users’) inability to 
access or use the Signal API for any reason. 

 


